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ABOUT
ELECTRICAL
INFRASTRUCTURE
AND UTILITIES
OVERVIEW
The generation, transmission, and
distribution of electricity within
BC is under the jurisdiction of the
Ministry of Energy, Mines and Low
Carbon Innovation. The electrical
system extends beyond the provincial
boundaries and is part of a larger
power grid known as the Western
Interconnection. BC’s utilities
collaborate with reliability bodies,
including North American Electric
Reliability Corporation (NERC),
Western Electricity Coordinating
Council (WECC), and Western
Interstate Energy Board.
Utilities are regulated by the British
Columbia Utilities Commission
(BCUC) under the Utilities Commission
Act. BCUC’s mandate is to balance
the interest of the consumer and the
utility companies.
In BC, there are two major utilities
supplying electricity: British Columbia
Hydro Power and Authority (BC
Hydro) and FortisBC Inc. There are
also five BC municipalities that have

their own utilities: City of Nelson, City
of New Westminster, City of Grand
Forks, City of Penticton, and District
of Summerland. These municipal
utilities sell electricity directly to their
customers. FortisBC is a Canadianowned, BC-based company servicing
customers in the Southern Interior
region. BC Hydro is a provincial
Crown corporation, owned by the
government and the people of BC. BC
Hydro services 95% of the province’s
population. The Lieutenant-Governor
in Council appoints the board of
directors for BC Hydro and they are
responsible for overseeing BC Hydro’s
affairs. The day-to-day management
is delegated to BC Hydro’s president
and CEO.
BC has some of the cleanest
grid-supplied electricity through
generating power from hydroelectric
dams. Electricity will continue to
play a critical role in helping the
BC Government move towards its
commitment of reducing greenhouse
gas emissions to 40% from 2007
levels by 2030. As a result, grid
resilience and secure supply of
electricity will be important to the
functioning of society.
This article is a high-level overview of
hazards, threats, vulnerabilities, and
risks from a generic electrical utility
perspective, but in order to clarify the
concepts it uses examples from BC
Hydro, which is the main utility in BC.
Since the electricity in BC is largely
generated by hydroelectric power,
the electrical grid is dependent on
understanding the trends in climate
and hydrology at the generation
level. The bulk electrical system is
2

2.3 Risk and Resilience Approaches in Electrical Infrastructure

responsible for bringing electricity
to the end-use customer. The end
user not only includes residential,
commercial, and industrial customers,
but also neighbouring utilities to the
east and south who are part of the
Western Interconnection.

including through developing their
resilience by 2030.”1

In today’s world, where modern
technologies are integrated with
legacy technologies and where there
is more and more reliance on remote
monitoring and control, a secure
telecommunication system becomes
one of the important elements for a
utility and the operation of its power
electrical system; the power electrical
system relies on a robust and secure
telecommunication system designed
to ensure continuity of its operation.

Electrical outages occur all year
round and the causes include motor
vehicle accidents, animal and tree
contacts, obstructions in the wires,
equipment failure, sabotage, theft,
and extreme weather events. During
outages, electrical service is restored
by both field work and system control
work. Electrical utilities have some
contingencies built into the system
design to ensure that as many
customers are restored as quickly
as possible, thus minimizing outage
duration and overall disruption to
customers and businesses.

In the event of any catastrophic
incidents, the electrical system will
be a vital resource for minimizing the
cascading impacts of a disaster and
will be critical for providing support
for emergency services, aiding in
recovery, and rebuilding the province.

ALIGNMENT WITH
THE SENDAI
FRAMEWORK
The resilience of the utility system is
directly related to (18) Target (d) of
the Sendai Framework for Disaster
Risk Reduction and is critical for
achieving Targets (a), (b), (c), and (g).
In the Sendai Framework, item 18 (d)
states: “Substantially reduce disaster
damage to critical infrastructure and
disruption of basic services, among
them health and educational facilities,

IMPACT OF PAST
HAZARD THREATS
ON ELECTRICAL
INFRASTRUCTURE

Residential, commercial, and industrial
customers are largely serviced
by the distribution infrastructure.
Distribution infrastructure includes
the poles and wires that are along
the highway, streets, and, in some
cases, along the hillsides. These poles
and wires are known as the overhead
system. The overhead system is
the most susceptible to weatherrelated hazards. Other distribution
infrastructure is in underground
facilities and not visible, or is placed
on the sea floor. Underground
infrastructure can be damaged by
flooding, landslides, ground shaking,
liquefaction caused by ground
shaking (from an earthquake), or even
improper construction methods.
Larger than the distribution system

is the transmission system, which
can also be damaged during storm
events. If the transmission system is
affected, the impact is greater since
the transmission system feeds the
distribution system and several very
large industrial customers. To restore
power to the most customers as
soon as possible, alternate circuits
may need to be used (where such
a contingency in the system exists)
and large customers could be asked
to reduce their consumption or areas
will need to remain out of service,
resulting in a reduction of supply
service.
Every year, electrical utilities prepare
for winter storm season, which usually
occurs from fall to spring. Wildfire
season starts March 1, overlapping
the winter storm season. The primary
hazards resulting in outages are from
windstorms, severe rain events, ice
storms, and wildfires. Other hazards
affecting the electrical system
include avalanches, tsunamis, severe
temperatures, drought, landslides,
extreme inflow events, floods, and
earthquakes. The demand created
by high temperatures is also a
factor affecting electrical service.
BC’s climate risk assessments
evaluated the likelihood of 15 climate
risk events that could occur. The
greatest risks identified were wildfire,
water shortage, heat wave, ocean
acidification, glacier loss, river
flooding, and coastal storm surge.2
ICE STORMS
In December 2017, Fraser Valley East
had two ice storms that resulted
in outages to more than 162,000
3
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throughout the province, but with no
rain in June, the new growth became
dry and fuel for a wildfire. The trend
is that wildfires are increasing each
year in numbers and severity. The
following year in 2018 saw 1.35 million
hectares affected by wildfires. In 2021,
a provincial state of emergency was
declared. The Village of Lytton burned,
destroying the town. Even a large
community like the City of Vernon
was put on evacuation alert.
WINDSTORMS

Figure 1: Ice buildup on electrical infrastructure (Photo: BC Hydro).

customers. The ice storm made
conditions dangerous—icy roads, poor
visibility, and fallen trees. Crews had
to repair and replace equipment in
the substations from the ice buildup
(Figure 1).
WILDFIRES
Every year during the summer
months, electrical utilities prepare to
address damage from wildfires and
need to assess wildfire risk when
working in dry areas. Everyone in
BC is required to follow the Wildfire
Act and Wildfire Regulation. The
legislation specifies responsibilities
and obligations on fire use, wildfire
prevention, wildfire control, and
rehabilitation. BC Hydro and BC
Wildfire Service have agreements in
place where BC Hydro is exempt from
regulation 6 (3) (a) High risk activities
within 300 m of forest land or grass
land if the restoration work is deemed
as a “trouble call,” on the condition

that fire suppression equipment and
a fire watcher is maintained. Trouble
calls, most of which are reported
outages, are identified, assessed,
and dispatched for repairs by BC
Hydro’s Restoration Centre. The Fire
Risk Management Team develops,
maintains, and implements fire safety
standards and resources to ensure
those working in wildfire risk areas are
working safely.
From 2008 to 2016, BC had an
average of 1,700 wildfires each year
affecting roughly 165,000 hectares
of land.3 However, beginning on July
7, 2017, BC experienced one of its
worse wildfires: 1.2 million hectares
were on fire and more than 65,000
people needed to leave their homes.4
The winter preceding the 2017 wildfire
season was wet and cold. In early
May of 2017, Southern BC was dealing
with flood conditions in Kelowna,
Cache Creek, and Salmon Arm. The
wet spring resulted in fertile growth

In December 2018, the BC’s
South Coast (BC Hydro territory)
experienced one of its worst
windstorms. There were several
factors that contributed to this large
outage. The windstorm came after
several heavy rain events; some areas
experienced more than 400 mm of
rainfall. As a result of over a week’s
worth of heavy rain, the soil in some
areas was completely saturated,
exposing roots and making tress
with shallow roots more vulnerable.
The wind also came from an atypical
direction, and wind speed ranged
from 85 km/h to as high as 144
km/h. Over 750,000 customers were
without power (400,000 customers
in the Lower Mainland and Fraser
Valley and 350,000 on Vancouver
Island and Gulf Islands). BC Hydro
mobilized over 900 field workers,
including those from other parts of the
province and contractor crews from
other provinces. Within 24 hours,
power was restored to over 550,000
customers. The windstorm resulted in
significant equipment damage (Figure
2) as well as vegetation destruction.5
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HEAT
In late June 2021, BC experienced
extreme record-breaking
temperatures. Although there were
only localized outages, BC Hydro
confirmed a new summer peak load of
over 8,300 MW. BC Hydro is a winterpeaking utility, and the new record
summer peak identified that the need
for cooling (requiring electricity to run
cooling appliances) may change the
utility’s load profile.
On July 8, 2021, BC Hydro detected
a bulge and oil leak in one of its
submarine cables. It was suspected
that the cause of the damage was
due to the extreme heat. The cause
remains under investigation.6 Heat,
with increased cooling loads, on
overhead circuits, will result in the
wires sagging. The sag can result in
two circuits inadvertently touching,
causing outages or power surges. The
sag can also result in reducing the
safe distance between people and
equipment.
Repairing damage in the heat is a
concern for crews; the work needs
to be completed safely for both the
public and the worker.
FLOODS
In November 2021, strong winds and
heavy rainfall came in the form of an
atmospheric river, caused floods and
mudslides, resulting in outages to
over 219,000 customers in parts of
the Lower Mainland, Vancouver Island
and Interior. Access to dam sites and
damaged areas was at times difficult

Figure 2: Fallen trees and poles during 2018 windstorm (Photos: BC Hydro).

Figure 3: Electrical infrastructure in the Sumas Prairie during November 2021 flood (Photo: Lizz
Koebel-Davidson).

or not possible due to flooding (Figure
3).
Heavy rain also affects the reservoir
levels and increased inflows in the
local rivers. BC Hydro’s Emergency
Operations Centres engaged
provincial and local agencies to
provide regular updates on current
and forecasted reservoir levels
and dam outflows. In the storm of

November 2021, flood alerts were
made to Wahleach (near Hope),
Alouette (near Maple Ridge), and
Daisy Lake – Cheakamus (near
Squamish) reservoirs.
With the increase in temperature and
precipitation from climate change,
there will be an increase in riverine
flooding due to the higher flows.
5
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These higher flows put transmission
river crossings at risk from the
damage caused to tower foundations
by changing currents and debris. The
lower Fraser River and the Skeena
River have been impacted by the flows
from spring freshets. During the 2011
freshet, BC Hydro spent $25 million
repairing transmission infrastructure.

UNDERSTANDING
AND REDUCING
RISK
All outage events, including planned
outages, are documented and tracked.
The information tracked includes
asset damage and extent of the
outage. This information, along with
scheduled maintenance inspections,
is used to identify the performance
of the circuits and provide reliability
statistics. Maintenance inspections
include overview inspections, detailed
inspections, climbing or bucket
inspections, vegetation patrols,
infrared scanning, switch inspections,
test-and-treat inspections, ground
corrosion inspections, access
inspections, and ad hoc inspections.
The asset management aligns
with ISO 55001, an industry asset
management specification where
the goal is to maximize the value
of the physical asset over the
entire life cycle of the equipment.
The risk and performance of the
asset are measured by looking at
safety, reliability, revenue, cost,
and environmental and social
performance. Utilities use asset
management processes, methodology

and tools to ensure the system
performs optimally.

EMERGENCY
PLANNING PRACTICE
AND CAPABILITIES
(RESPONSE,
PREPAREDNESS,
SHORT-TERM
RECOVERY)
Electrical infrastructure is a critical
resource during emergencies. To
ensure the safety of the public
and workers, the system must be
safeguarded with risk-prioritized
security solutions, and operations
must be prepared with well-practiced
emergency response plans to support
reliable and resilient infrastructure.
BC Hydro’s Emergency Management
Program is based on emergency
response best practices such
as CSA-Z1600 and meets the
requirements of the provincial
Emergency Program Act and the Water
Users’ Communities Act.7 The program

follows the resilience cycle (Figure 4)
and is part of a safety framework that
aligns safety processes, programs, and
responsibilities of the company.
A dedicated Emergency Management
Team supports, integrates, and
delivers the Emergency Management
Program. The team supports the
development of emergency plans
that identify risks and outline actions.
These plans are validated through
drills and exercises and improved
with regular plan reviews and afterincident reviews. The team works
with all business units throughout
the organization, sharing learnings
between groups as needed.
During larger emergency events, an
Emergency Operation Centre (EOC)
is activated to support response
and recovery. An EOC is a central
command and control facility for
carrying out emergency management
and ensuring continuity of operation.
BC Hydro’s EOC is scalable and
flexible to adjust to the needs of
the emergency. The role of the EOC

Figure 4: Emergency management resilience cycle (Graphic: BC Hydro).
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Table 1: Organizations and industries involved in electrical infrastructure
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is to provide a strategic oversight
from a central location to ensure
that communication, reporting, and
coordination tasks are streamlined.
EOC staff are senior managers and
subject matter experts that are
scheduled as needed to support
effective coordination internally
and externally. The EOC’s support
increases situational awareness
through coordination calls and
technology, and deliverables include
reporting internally and sharing
information externally as needed.
In addition to internal dam and
power system information, the EOC
accesses provincial and municipal
information to ensure the awareness
of risks and supports decisions to
be made at the appropriate level in
the organization. BC Hydro also has
mutual aid agreements and logistics
with the third parties, including other
utilities and agencies, in the event that
a situation overwhelms BC Hydro and
external help is needed (Table 1).

LONG-TERM
RESILIENCE
PLANNING PRACTICE
AND CAPABILITIES
Severe storm and heat events have
happened every year since 2017 and
are expected to increase in frequency
due to the changing climate. The
Emergency Management Program
addresses current incidents, but longterm resilience planning is needed
to prevent or better adapt to future
events.
BC Hydro identifies climate change
as an external risk. The failure to

mitigate or adapt to the changing
climate will result in damage to the
electrical infrastructure and impact
the reliability of the electrical system.
BC Hydro created a Climate Change
Steering Committee consisting of
stakeholders across the company to
provide oversight and coordination on
BC Hydro’s climate change adaptation
process and ongoing work.8
Utility asset management recognizes
that long-term resilience planning will
rely on other methods beyond robust
preventative maintenance programs—
such as being ready for increased
electrification, expanding existing
tools, adding new technologies,
incorporating non-wired alternatives,
and collaborating with other parties.

to integrate contemporary climate
data. The Emergency Management
Program addresses near-term
disasters but will also provide
learnings for long-term resilience.

Electrical utilities
will need to develop
scenarios to
acknowledge the
range of uncertainty
from the new realities
of climate change,
evolving customer
needs (such as
transportation),
and technology
advancement.

MAINTENANCE PROGRAMS
There are tools used by the Asset
Management Team that develop
knowledge to ensure the resilience
of long-term investments. Data is
extracted from the preventative
maintenance program, including
schedules and reports. As part of the
condition assessments, the degrees of
inspections vary from visuals from the
ground to more detailed inspections
and infrared testing. Damaged
equipment can also be sent for failure
analysis and further study.
INCREASED
ELECTRIFICATION NEEDS
For long-term resilience, electrical
system planners create models from
load forecasts as a driver for system
reinforcements. The Future Grid
Roadmap, currently in development,
includes the modification of standards

Electricity supplies only 20% of
BC’s energy needs. To meet the
BC Government’s greenhouse gas
emission reduction goals for 2030, the
switch from fossil fuels to electricity
will be key. The success of long-term
resilience planning for the electrical
system is a priority for the electrical
utilities. The 2021 Integrated Resource
Plan for BC Hydro (BCH IRP)9 includes
initiatives advanced by the provincial
government, such as CleanBC. The
BCH IRP identifies and explains
how Reconciliation with Indigenous
Peoples, climate action, evolving
customer needs, changing electricity
consumption, and technology
advancement are modifying how
electrical utilities do business.
Electrical utilities will need to develop
scenarios to acknowledge the range
of uncertainty from the new realities
8
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of climate change, evolving customer
needs (such as transportation), and
technology advancement. In the
next five years, BC Hydro will be
implementing its Electrification Plan10
to increase low-carbon electrification.
The Electrification Plan is expected to
increase electrical load and decrease
greenhouse gas emissions.
EXPANDING EXISTING
TOOLS
There are existing tools used for
design or operation that can also
be used for long-term resilience
planning. Designers and engineers use
geographic information systems (GIS)
to observe or modify the electrical
system. To better inform the designer,
GIS can include climate data, erosion
data, and land stability information.
Additional information should be
added, such as wildfire fuel loading,
spring runoff models, and topology.
NEW TECHNOLOGIES AND
NON-WIRED ALTERNATIVES
Newer equipment, such as
communicating line monitors,
now have data collection and
communicating capabilities that
are used for fault (disruption to
the system) location identification.
Communicating line monitors are
devices that can detect and report
on a fault at the point where they
are connected to the system or
monitor the system during normal
conditions. This information can help
improve fault location and average
restoration times during trouble
instances by narrowing down the
location of a fault or helping to predict

local system overloads or voltage
problems. These automated devices
can be utilized to provide information
beyond just location and operation for
long-term resilience.
To address reliability and resilience,
BC Hydro will need to examine and
enhance its radial line policy to
include non-wired alternatives and
new technologies such as increased
battery deployment. Radial lines
are single-circuit distribution or
transmission lines that do not have
redundancy—there is no second
source of supply. Non-wired
alternatives include demand-side
management initiatives and
customer-sited new technologies.
Technology can assist with longterm resilience. BC Hydro can
leverage technologies used in other
jurisdictions, such as remote cameras,
drones, undergrounding lines, shutting
off lines during wildfire risk, and
more. But with technology comes
cyber security risks; with a strong
cyber security system, utilizing some
of these smart devices would be
beneficial.
EXTERNAL COLLABORATION
BC Hydro has partnered with
government, academia, and industry
to understand the climate impact
to its assets. In 2006, BC Hydro
worked with the Province and the
University of Victoria to form the
Pacific Climate Impacts Consortium
(PCIC), which focuses on three
main themes: hydrologic impacts,
regional climate impacts, and climate
analysis and monitoring. The current

research agreement with PCIC is for
the 2019–2023 period and covers
improving hydrological model
simulations, investigating new climate
models and analysis techniques,
improving storm forecasting, and
providing training and workshops.11

The current research
agreement with
PCIC is for the
2019–2023 period and
covers improving
hydrological
model simulations,
investigating new
climate models and
analysis techniques,
improving storm
forecasting, and
providing training and
workshops.

Utilities are involved with other
organizations and communities
that can contribute to long-term
resilience planning. BC Hydro has
a representative in the following
working groups and committees:
SFU Adapting to Climate Change
Program Advisory Committee; Centre
for Energy Advancement through
Technological Innovation (CEATI)
Climate Change Opportunities, Risks
and Adaptation Working Group
(CCORA); CEATI Transmission
Line Design and Extreme Event
Mitigation (TODEM), Canadian
Standards Association (CSA) Codes
and Standards Committee; Canadian
Electric Association (CEA Climate
Change Adaptation Working Group;
9
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and the Electrical Power Research
Institute (EPRI).
Utilities also have strong relationships
with all levels of government, which is
ideal for collaboration. Communities,
especially Indigenous communities,
are great partners for smaller
microgrids and renewable penetration
to ensure remote communities have
reliable power.
The distribution infrastructure is
typically built adjacent to roads, and
being along a road allows for easier
access for repairs by the field crews.
During emergency events, roads will
need to be accessible and drivable;
electrical utilities cooperate with the
Ministry of Transportation or local
municipalities during any catastrophic
events.

GAPS
The current best practice uses
historical knowledge for weather
and geographical information.
Modern climate and environmental
models should be used and mapped
geospatially. Secondary hazards from
climate change such as ice accretion,
slope stability, and avalanches should
be modelled, and these used as part
of the preventative maintenance
program.
Weather reporting is used to
understand how to manage the
near-term operations; the current
equipment and systems are
designed to standards based on
historical temperatures. Long-term
resilience planning, however, requires

understanding more complex weather
conditions, such as icing events, and
revised thermal ratings based on
future extreme conditions.

• Continue to develop wildfire
management and methods to
reduce the risk of BC Hydro
infrastructure causing wildfires.

Using climate data, a vulnerability
study should be initiated to
understand the condition of the
existing infrastructure and how to
improve its long-term resilience. The
study would identify which areas
or regions require strengthening.
Addressing the recommendations
from the study will require additional
resources for field verification,
modelling, GIS upgrades, standard
revisions, procurement resources, and
capital upgrades to the system.

• Improve the radial line policy
to include changes based on
increased electrification and
the integration of non-wired
alternatives and new technology
integration.

Using climate data,
a vulnerability study
should be initiated
to understand
the condition
of the existing
infrastructure and
how to improve its
long-term resilience.
The study would
identify which areas
or regions require
strengthening.

OPPORTUNITY
RECOMMENDATIONS
The following are recommendations
to reduce risk in the sector and to
ensure long-term resilience:

• Share information within the utility
both in planning and responding to
emergencies. Learn best practices
from other departments and
gather input from each area of
expertise.
• Share climate change risks,
impacts, adaptation, and
mitigation strategies externally
with other utilities. Learn from
other utilities’ best practices and
lessons learned. The Emergency
Management Team is already a
part of a mutual assistance group
that collaborates and shares
learnings.
• Centralize the risk reduction
planning. Hazards and risks do not
have municipal or even provincial
boundaries.
• Improve local weather and climate
data. Continue to improve data
collection.
• Streamline changes to allow for
increased fuel switching. Work
with regulators to make changes
easier and beneficial to the end
user.
10
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THE CHALLENGE
Utilities are used to being the service
provider; this is especially so for
a Crown corporation utility. The
challenge is to have the utility be
the unifying source to solve future
problems. If given the latitude to
affect change, the utility can be
a unifying link between levels of
government and government entities,
the end user, the community, and
emergency responders. The biggest
test is the change management—to
accept the utility in this role. With
many sectors having different rules
and regulations, it would be beneficial
to streamline the regulations such that
there are no barriers to collaboration.
The Emergency Management Team
already works with 9-1-1 to improve
agency-to-agency communication
during events, build relationships,
appreciate challenges, and identify
opportunities. Having a similar type of
collaboration with other organizations
would be a desired end state.

Given the latitude
to affect change,
the utility can be a
unifying link between
levels of government
and government
entities, the end
user, the community,
and emergency
responders.
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